
Explore the technologies driving CoPilot, delve into the essential Microsoft 365 business 
readiness configurations, and discuss the organizational changes required. Join us to 
discover how to activate and propel your journey into the future with Microsoft AI.



Welcome to the MN M365 Fall Workshop 
Day 2023!

Please help us drive event awareness by tweeting and posting about your 
experience at the Workshop:

@M365MN #M365WorkshopDay

Please join us following the sessions for Happy Hour… Admin Ales, Workshop Wine, 
and more!

Thank you for your participation!

Minnesota M365 Workshop Day Fall 2023                                                                                        @M365MN |  mn365.org

https://twitter.com/M365mn
https://mn365.org/


Thank You To The Sponsors!

Stop by the Booths for “Vendor Bingo” to win prizes!

Minnesota M365 Workshop Day Fall 2023                                                                                        @M365MN |  mn365.org

https://twitter.com/M365mn
https://mn365.org/


Workshop Survey

https://mn365.org/survey

Minnesota M365 Workshop Day Fall 2023                                                                                        @M365MN |  mn365.org

https://twitter.com/M365mn
https://mn365.org/
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What is Microsoft 365 Copilot?



Natural Language

Large Language 

Models

Microsoft Graph

- Your Data -

Microsoft 365 

Apps

Microsoft 365 Copilot



Designed for the needs of the enterprise

Grounded in

your business data

Microsoft 365 Copilot has real-time access to both 

your content and context in the Microsoft Graph.

Comprehensive

security, compliance, & privacy

Copilot inherits your security, compliance,

and privacy policies set up in Microsoft 365.

Architected to protect

data

Your data doesn’t leave the compliance boundary 

and isn’t used to train the foundation model.

Integrated into the  

apps you use every day 
Word, Excel, PowerPoint, Outlook, Teams, and more.

Individual user & admin

always in control
Users decide what to use, modify, or discard.

Designed to 

integrate new skills

As Copilot learns about processes, it can perform 

more sophisticated tasks and queries.

Microsoft 365 Copilot
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Data flow (     = all requests are encrypted via HTTPS)

User prompts from Microsoft 365 Apps are sent to Copilot

Copilot accesses Graph and Semantic Index for pre-processing

Copilot sends modified prompt to Large Language Model

Copilot receives LLM response

Copilot accesses Graph and Semantic Index for post-processing

Copilot sends the response, and app command back to Microsoft 365 Apps
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Microsoft 365 Trust Boundary

Customer Microsoft 365 Tenant

Semantic 

Index

Azure 

OpenAI

RAI

Azure Open AI 
instance is 

maintained by 
Microsoft. Open AI 

has no access to the 
data or the model.

RAI is performed on 
input prompt and 

output results

Customer data is 
not stored or used 
to train the model



Microsoft’s comprehensive approach

Security Compliance Privacy Responsible AI

Permissions model to protect data 

at all levels of the org

Tenant Group Individual

Guided by a core 

set of principles

• Fairness

• Reliability & Safety

• Privacy & Security

• Inclusiveness

• Transparency

• Accountability

Microsoft 365 Copilot foundational principles



Security



Built on Microsoft’s comprehensive approach to security, 

compliance, and privacy.

————————————————————————————————————————————————————————————————

Copilot is integrated into Microsoft 365 apps and automatically inherits all 

your company’s valuable security, compliance, and privacy policies and 

processes. Two-factor authentication, compliance boundaries, privacy 

protections, and more make Copilot the AI solution you can trust.

Security



Microsoft 365 Copilot models ensure data is not exposed to 

other organizations. 

———————————————————————————————————————————————————————————

Copilot protects data in multiple ways:
 

Logical isolation of customer content within each tenant with AAD 

authorization and role-based access control.

• Microsoft uses physical security, screening, and a multi-layered encryption 

strategy to protect customer content. 

• Microsoft 365 encrypts customer content at rest and in transit.

Learn more about Microsoft 365 isolation controls. 

Security

https://learn.microsoft.com/en-us/compliance/assurance/assurance-microsoft-365-isolation-controls?view=o365-worldwide


Security

Data is protected with tenant controls & permissions models.

——————————————————————————————————————————————————————————

The permissions model within your Microsoft 365 tenant will ensure 

that data will not unintentionally leak between users and groups. 

Copilot presents only data that each individual can access using 

the same underlying controls for data access used in other 

Microsoft 365 services.

Review Microsoft’s privacy policy and service documentation for more information.

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprivacy.microsoft.com%2Fen-US%2F&data=05%7C01%7Cpaprud%40microsoft.com%7C48f55c70a5a847da3f3e08db2e5060d8%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638154695032513409%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2FjXjJuGtoFaN9k%2FV1d%2FvdRNM749VZtHiqImGLGgs6t8%3D&reserved=0


Architected to protect tenant, group, and individual data.

—————————————————————————————————————————————————————————

Large Language Models (LLMs) are not further trained on, or learn 
from, your tenant data or your prompts. Copilot presents only data 
you can access using the same technology that we’ve been using for 
years to secure customer data.

Security



Data protected with Purview or AIP labeling remains protected. 

——————————————————————————————

Data protected using Microsoft Purview Information Protection (MPIP or 
AIP) labeling will continue to be protected according to those policies. 

Security



Compliance



Copilot falls under standard Microsoft Product Terms.

Learn more about our commitment to compliance through our 

compliance website and Service Trust Portal.

Understand compliance offering definitions.

———————————————————————————————————————————————————————————

Microsoft adheres to industry leading privacy, security, and compliance commitments.

Compliance

https://learn.microsoft.com/en-us/compliance/
https://servicetrust.microsoft.com/
https://learn.microsoft.com/en-us/compliance/regulatory/offering-home


Privacy



Privacy

Copilot inherits your Microsoft 365 policies and commitments.

——————————————————————————————————————————————————————————

Microsoft 365 Copilot automatically inherits your organization’s 

security, compliance, and privacy policies for Microsoft 365. 
Data is managed in-line with our current commitments.

Review the following for more information:

• Privacy at Microsoft

• Microsoft Privacy Statement

• Microsoft Trust Center for data protection and privacy  

https://privacy.microsoft.com/en-US/
https://privacy.microsoft.com/en-us/privacystatement
https://www.microsoft.com/en-us/trust-center/privacy?rtc=1


Privacy

Microsoft 365 Copilot doesn’t train with customer content.

————————————————————————————————————————————————————

We do not use customer data to train the large language 
models (LLMs) used to generate content.

Review Microsoft’s privacy policy and service documentation for more information.

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprivacy.microsoft.com%2Fen-US%2F&data=05%7C01%7Cpaprud%40microsoft.com%7C48f55c70a5a847da3f3e08db2e5060d8%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638154695032513409%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2FjXjJuGtoFaN9k%2FV1d%2FvdRNM749VZtHiqImGLGgs6t8%3D&reserved=0


Data in different geographies are stored and processed in 

compliance with GDPR and other relevant Privacy Laws. 

——————————————————————————————

The new Microsoft 365 Copilot experiences do not change 

Microsoft’s commitment and principles for data security and privacy. 

Microsoft 365 Copilot is integrated into Microsoft 365 which adheres 

to all existing privacy and compliance obligations.

Review Microsoft’s privacy policy and service documentation for more information.

Privacy

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprivacy.microsoft.com%2Fen-US%2F&data=05%7C01%7Cpaprud%40microsoft.com%7C48f55c70a5a847da3f3e08db2e5060d8%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638154695032513409%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2FjXjJuGtoFaN9k%2FV1d%2FvdRNM749VZtHiqImGLGgs6t8%3D&reserved=0


Data residency & Storage

Microsoft commitments to its customers about the GDPR.

———————————————————————————————————————————————————————————————

The General Data Protection Regulation (GDPR) introduces new rules for 

organizations that offer goods and services to people in the European Union 

(EU), or that collect and analyze data for EU residents no matter where you or 

your enterprise are located.

The GDPR requires controllers (such as organizations using Microsoft's 

enterprise online services) only use processors (such as Microsoft) that provide 

sufficient guarantees to meet key requirements of the GDPR. Microsoft has 

taken the proactive step of providing these commitments to all Volume 

Licensing customers as part of their agreements.

Learn more about Microsoft’s commitment to GDPR from our full summary and short summary.

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr
https://learn.microsoft.com/en-us/legal/gdpr


Data residency & Storage

Microsoft 365 Copilot data remains within the Microsoft 

cloud.

————————————————————————————————————————————————————\

When you input prompts using our AI tools, the information 
contained within your prompts, the data they retrieve, as well as 
the generated responses remain within the Microsoft cloud.



Data residency

Microsoft 365 Copilot is EU Data Boundary 

(EUDB) compliant 
Data processing by geography

US

Canada

…

Korea

Japan

…

UK

Country 1

Country 2

…

North America

EU

APAC

Your content data is written in home region 

datacenters.

——————————————————————————————————————

• LLM calls will be routed to the closest data 

centers in the regions. 

• The LLM call will process customer data and 

return the response to the home region. 

• NO customer content data is written in 

region outside the home region for the user. 

• For EU users we have additional safeguards to 

comply with EUDB.



Responsible AI



Privacy & 

Security

Inclusiveness

AccountabilityFairness

Reliability & 

Safety

Transparency

The building blocks

to enact principles

4. Tools and processes

3. Training and practices

2. Rules

1. Governance

Microsoft’s 

Responsible AI 

Principles

The Responsible AI Principles



Microsoft AI Journey 



Fairness

Assess fairness and 

mitigate fairness issues to 

build models for everyone.

Explainability

Understand model predictions 

by generating feature importance 

values for your mode.

Counterfactuals

Observe feature perturbations 

and find the closest datapoints 

with different model predictions.

Causal analysis

Estimate the effect of a 

feature on real-world 

outcomes.

Error analysis

Identify dataset cohorts with high 

error rates and visualize error 

distribution in your model.

Responsible AI scorecard

Get a PDF summary of your Responsible 

AI insights to share with your technical 

and non-technical stakeholders to aid in 

compliance reviews.

Tools for a Responsible AI approach



Click to edit Master title style
Guidance for designing, developing, deploying, and using AI, which Microsoft’s own 

engineering teams follow too

Identify

Identify and prioritize 

potential harms that 

could result from your 

AI system through 

iterative red-teaming, 

stress-testing, and 

analysis.

Measure

Measure the 

frequency and 

severity of those 

harms by establishing 

clear metrics, creating 

measurement test 

sets, and completing 

iterative, systematic 

testing (both manual 

and automated).

Mitigate

Mitigate harms by 

implementing tools 

and strategies such as 

prompt engineering 

and using our content 

filters. Repeat 

measurement to test 

effectiveness after 

implementing 

mitigations.

Operate

Define and 

execute 

a deployment 

and operational 

readiness 

plan.

Review our Responsible AI practices to learn more

Microsoft’s Responsible AI Standard

https://learn.microsoft.com/en-us/azure/cognitive-services/openai/concepts/prompt-engineering
https://learn.microsoft.com/en-us/azure/cognitive-services/openai/concepts/content-filter
https://learn.microsoft.com/en-us/azure/cognitive-services/openai/concepts/content-filter
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/overview?context=%2Fazure%2Fcognitive-services%2Fopenai%2Fcontext%2Fcontext


Walkthough of Microsoft 365 Copilot 



Click to edit Master title style



How CoPilot Works



Large Language Model in Action



Copilot in Whiteboard will 

make Microsoft Teams meetings 

and brainstorms more creative and 

effective. Using natural language, 

you can ask Copilot to generate 

ideas, organize ideas into themes, 

create designs that bring ideas to 

life and summarize whiteboard 

content.

DALL-E, OpenAI’s image 

generator, inside of apps like  

PowerPoint allows you to ask 

Copilot to create custom images to 

support their content.

Copilot in Outlook will 

offer coaching tips and suggestions 

on clarity, sentiment and tone to 

help users write more effective 

emails and communicate more 

confidently.

Copilot in OneNote will use 

prompts to draft plans, generate 

ideas, create lists and organize 

information to help customers find 

what they need easily.

Copilot in Loop helps your 

team stay in sync by quickly 

summarizing all the content on 

your Loop page to keep everyone 

aligned and able to collaborate 

effectively.

Copilot in Viva Learning will 

use a natural language chat 

interface to help users create a 

personalized learning journey 

including designing upskilling 

paths, discovering relevant learning 

resources and scheduling time for 

assigned trainings.

Microsoft CoPilot in Everyday Life



Microsoft CoPilot in Teams
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Microsoft CoPilot in Meeting Summaries



Microsoft CoPilot to jumpstart Documents



Microsoft CoPilot on the Go



Copilot with other platforms
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Microsoft Graph 

connectors makes it easy to 

access disparate 

information—whether it’s 

stored on-premises or in the 

cloud. 

Find the information you 

need while working in your 

favorite productivity app or 

one of the many Microsoft 

365 apps

More are available at
https://www.microsoft.com/microsoft-

search/connectors/?category=&query 

Microsoft CoPilot and data, everywhere

https://www.microsoft.com/microsoft-search/connectors/?category=&query
https://www.microsoft.com/microsoft-search/connectors/?category=&query
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CoPilot leveraging other platforms

Microsoft Graph 

connectors makes it easy to 

access disparate 

information—whether it’s 

stored on-premises or in the 

cloud. Find the information 

you need while working in 

your favorite productivity 

app or one of the many 

Microsoft 365 apps

More are available at
https://www.microsoft.com/microsoft-

search/connectors/?category=&query 

https://www.microsoft.com/microsoft-search/connectors/?category=&query
https://www.microsoft.com/microsoft-search/connectors/?category=&query


CoPilot 1000 ft View



How Microsoft 365 Copilot works





AI infrastructure

Foundation models

AI 
safety

BYO modelsHosted fine-tuned foundation modelsHosted foundation models

Plugin extensibility

Plugin execution

Grounding

Metaprompt

Prompt & response filtering

Orchestration

Copilot frontend

UX

Microsoft 365 

Copilot stack



AI infrastructure

Hosted Foundation models

AI 
safety

Plugin enablement

Plugin execution

Grounding

Metaprompt

Prompt & response filtering

Orchestration

Microsoft 365 Apps, Microsoft Windows, Bing, Edge

In-app and cross-app intelligence via Copilot UX

Microsoft 365 

Copilot stack



In 
customer 
tenant

Plugin extensibility

UX

Semantic Index • Plugins

Grounding

Microsoft 365 Copilot

Retrieval Augmented Generation (RAG)



Plugin extensibility

UX

Prompts 
isolated to 
tenant—not 
used for model 
training

Hosted Foundation models

Microsoft 365 Copilot

Natural language processing



▪ Tenant-wide and user-

scoped vector indices

▪ User and tenant signals & 

relationships

▪ Semantics and similarities 

around content and users

▪ Ranking and relevance

▪ Security and permissions

▪ Across documents, chats, 

emails, people, projects, 

meetings, & more 

In 
customer 
tenant

Semantic Index 

People

Devices

Files

Events

Chats & channelsNotifications

Tasks

Groups

Security

Microsoft Graph

Microsoft 365 Copilot

Semantic Index



▪ Line-of-business and 3rd 

party data

▪ Security and permissions

▪ Search schema, filters and 

eDiscovery

In 
customer 
tenant

People

Devices

Files

Events

Chats & channelsNotifications

Tasks

Groups

Security

Microsoft Graph

Graph Connectors

Microsoft 365 Copilot

Microsoft Graph



Microsoft 365 Copilot processing of customer data and prompts.

—————————————————————————————————————————————————————————————————————————

• Customer data sent to cloud model and results returned for user choice.

• Cloud model processes data without storing or retraining it.

• Customer data and prompts not stored by Microsoft.

Semantic Index for Microsoft 365 Copilot



Click to edit Master title style



To help every customer get AI-ready, we’re 

rolling out Semantic Index for Copilot:

▪ The Semantic Index for Copilot creates a 

sophisticated map of your and your 

organizational data – identifying relationships 

and making important connections.

▪ It uses that conceptual understanding to 

determine your intent and help you find what 

you need

▪ The Semantic Index for Copilot enables 

Microsoft 365 Copilot to deliver relevant, 

actionable responses to prompts – and do so 

in a secure, compliant, privacy-preserving way. 

Semantic Index for Microsoft 365 Copilot



Without Semantic Index for Copilot

keyword matched 

results & suggestions

With Semantic Index for Copilot

autocorrected spelling 

of organizational jargon

informative answers 

directly from documents

more relevant results, 

based on search intent

enhanced content 

sharing insights

AI generated questions 

and answers on topic

Semantic Index for Microsoft 365 Copilot



Organizational Terms creates a custom 

dictionary of generated terms that 

autocorrect misspelled jargon & acronyms 

unique to your organization.

Document Excerpts are extractive, informative 

answers to a query in the most relevant 

paragraph in the most relevant document. 

Semantic Search understands the intent 

behind your prompts and commands, 

producing more relevant, transparent results

More Context provides collaboration, sharing 

and content insights to search results

Frequently Asked Questions provide AI 

generated questions and answers on a 

query to help you understand more about 

the query in a single search pane.

Semantic Index for Microsoft 365 Copilot features



Ground Copilot 

in your data 

Enforce security 

& permissions 

at runtime

Customer’s data 

- not used for 

training 

Power Semantic 

Index for Copilot

Microsoft Graph



Copilot for Everyone



AI-powered chat for work 

with commercial data protection

What goes in — and comes out — 

remains protected. Chat data is not 

saved, and Microsoft has no eyes-

on access – which means no one 

can view your data. 

And best of all, your data is not 

used to train the  large language 

models.

Bing Chat Enterprise

In GA Now

Included with Microsoft 365 E3, E5, Business Standard and Business Premium.

Enable @ https://aka.ms/TurnOnBCE

Access @ https://bing.com/chat 

https://youtu.be/XPxM2hQIAf8
https://aka.ms/TurnOnBCE
https://bing.com/chat


Teams Premium Features

Intelligent recap 
• automatically generate 

meeting notes, 
recommended tasks, and 
personalized highlights, & 
automatically generated 
meeting chapters based on 
the meeting transcript as 
well.

New meeting options 
• watermarking to deter leaks 

and limiting who can record,  
give you additional 
protections to keep the 
discussion private. 

Virtual Appointments 
• allow external attendees to 

join virtual, branded lobby 
rooms through text messages 
or email on any device 
browser—without them 
having to download an app.

Improved Webinar 

experience
• Presenters can join a virtual 

green room so that 
preparation before the 
webinar is seamless.

• Presenters can more 
effectively manage what 
attendees see 

• Registration experience is 
improved with registration 
waitlist and manual approval 

• Customization of the 
registration start and end 
times

• External encoder support and 
RTMP-in, you’ll be able to live 
stream a custom RTMP 
source.

In GA Now, $10 USD per user / mo, $7 introductory

NOTE: Recording and
transcription must be on
for meetings!!



Windows Copilot

While Copilot was expected to be available 
worldwide, Microsoft has excluded the European 
Union (EU) from the roll out, at least for now, 
because of the Digital Markets Act (DMA).

Copilot adds Authentication 
Metadata Image Attribution (AMIA) 
credentials to images it creates, 
using the Content Authenticity 
Initiative (CAI) plug-in, as shown at 
the bottom left below.

Only available in Windows 11 23H2
See bit.ly/windows11copilot 

for steps on enabling now!

https://www.microsoft.com/en-us/store/b/home
https://bit.ly/windows11copilot


Copilot in Windows (in preview) empowers you to 

create faster, complete tasks with ease and lessens 

your cognitive load – making once complicated 

tasks, simple. 

We’ve made accessing the power of Copilot 

seamless as it’s always right there for you on the 

taskbar or with the Win+C keyboard shortcut 

providing assistance alongside all your apps, on all 

screen sizes at work, school or at home.

Photos has also been enhanced with AI including 

new features to make editing your photos a 

breeze. With Background Blur you can make the 

subject of your photo stand out quickly and easily. 

The Photos app automatically finds the 

background in the photo, and with a single click, 

instantly highlights your subject and blurs out the 

background. 

Photos stored in OneDrive (home or personal) 

accounts, you can now quickly find the photo 

you’re looking for based on the content of the 

photo. You can also now find photos based on the 

location where they were taken.

Snipping Tool now offers more ways to capture 

content on your screen – with this update you can 

now extract specific text content from an image to 

paste in another application or, you can easily 

protect your sensitive information with text 

redaction by using text actions on the post capture 

screen. Plus add sound capturing using audio and 

mic support, creating compelling videos and 

content from your screen.

Paint has been enhanced with AI for drawing and 

digital creation with the addition of background 

removal and layers as well as a preview of 

Cocreator that brings the power of generative AI to 

the Paint app.

Windows 11 AI Enhancements



Clipchamp, now with auto compose, 

helps you with scenes suggestions, edits 

and narratives based on your images and 

footage automatically so you can create 

and edit videos to share with family, 

friends, and social media like a pro.

Notepad will start automatically saving 

your session state allowing you to close 

Notepad without any interrupting 

dialogs and then pick up where you left 

off when you return. Notepad will 

automatically restore previously open 

tabs as well as unsaved content and 

edits across those open tabs.

Outlook for Windows, you can connect 

and coordinate your various accounts 

(including Gmail, Yahoo, iCloud, and 

more) in one app. Intelligent tools help 

you write clear, concise emails and 

seamlessly attach important documents 

and photos from OneDrive. 

New text authoring experiences to 

voice access and new natural voices in 

Narrator, continuing our ongoing 

commitment to making Windows 11 the 

most accessible version of Windows yet.

Modernized File Explorer, we are 

introducing a modernized File Explorer 

home, address bar and search box all 

designed to help you more easily access 

important and relevant content, stay up 

to date with file activity and collaborate 

without even opening a file. Also coming 

to File Explorer is a new Gallery feature 

designed to make it easy to access your 

photo collection.

Windows Backup makes moving to a 

new Windows 11 PC easier than ever. 

With Windows Backup, transitioning 

most files, apps and settings from one 

PC to another, is seamless so everything 

is right where you left it, exactly how you 

like it.

Windows 11 AI Enhancements



Product 

integrations 

& telemetry

Machine 

learning
Threat 

intelligence

Skills
Product 

knowledge

Data

Best

practices

The first generative AI security 

product to help defend 

organizations at machine 

speed and scale

Security Copilot



Defending at machine speed
Enable response in minutes, 

not hours

Simplify the complex with natural 

language prompts and easy reporting

Catch what others miss with deeper 

understanding of your enterprise

Upskill your security talent

with cyber-trained generative AI

“It takes us three minutes to 
do a task that used to take 
at least a few hours”

- Private preview customer

Microsoft Security Copilot

Security Copilot builds upon the OpenAI models,  
using security-specific models development by 
Microsoft, incorporates security specific skills, and is 
informed by global threat intelligence signals. 



Modernize your security operations

Incident response

Surface an ongoing incident, assess its scale, and get instructions to begin 
remediation based on proven tactics from real-world security incidents

Security reporting

Summarize any event, incident, or threat in seconds and prepare the 
information in a ready-to-share, customizable report for your desired 
audience

Security posture management

Discover whether your organization is susceptible to known vulnerabilities 
and exploits. Prioritize risks and address vulnerabilities with guided 
recommendations. 



Early access program (EAP) to launch early 

October 2023. 

Nominations opened July 18 through account 

teams

Timing Prerequisites

Must be an Enterprise License customer. 

No Retail or CSP customers at this time

Must work with Microsoft Account team to meet 

eligibility criteria, agree to cost, and be 

nominated

Microsoft Defender for Endpoint P2 license

Pricing

$100K one-time fee for a one-year license

Value

Enhanced speed and scale for SOC analysts

Incident response

Security posture management

Security reporting

Additional use cases and integrations to be supported 

over time, including management, identity, and 

compliance

Security Copilot
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Copilot to Accelerate Development



Microsoft AI Journey 



The No Coding Era Is Here

Democratization of App Development: Power Platform Copilot allows users with no 
technical background to create custom applications.
Speed and Agility: Power Platform Copilot enables rapid application development, resulting 
in faster time-to-market and increased agility in response to changing business needs.
Cost-Effectiveness: Power Platform Copilot eliminates the need for expensive development 
resources, reducing the overall cost of building and maintaining custom applications.
Integration and Extensibility: Power Platform Copilot seamlessly integrates with other 
Microsoft products, allowing users to easily connect and extend their applications, creating 
end-to-end solutions that drive business value.
Scalability and Security: Built on Microsoft Azure, ensuring that applications can grow with 
the needs of the organization and adhere to Microsoft’s frameworks and security standards, 
protecting sensitive data and applications from potential threats.

73



Use Copilot to build Workflows

74



GitHub Copilot X

75

Feature GitHub Copilot CoPilot X 

Code completion Yes Yes 

Chat and voice interfaces No Yes 

Support for pull requests No Yes 

Answering questions on docs No Yes 

Adoption of OpenAI's GPT-4 model No Yes 

CoPilot X will revolutionize the way developers write code:

1. Copilot X will be able to suggest lines of code based on the 
context of the code they are writing, which will save 
developers time and effort.

2. Copilot X will be able to suggest more accurate and helpful 
suggestions than current code completion tools.

3. Copilot X will be able to understand and respond to natural 
language commands, which will make it easier for 
developers to communicate with each other about code.



GitHub Copilot X
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Chat Plugins for CoPilot (outside of Microsoft 365)

77



CoPilot Ground View



How to prepare for Microsoft 365 Copilot



Legacy

Response
Readiness

Innovation

Product

Office 365 E3

Microsoft 365 E3/E5

Bing Chat Enterprise

Azure Chat GPT

Windows 11 23H2

Teams Premium

GitHub CoPilot X 

AI Builder

Azure Open AI

Microsoft 365 CoPilot

Security CoPilot

Capabilities

B
u

si
n

e
ss

 V
a
lu

e

Outcome

Tools

Power Platform AI

Virtual Agents

Fusion

Aligning AI to your Technology Maturity 



Microsoft 365 Copilot finding the AI opportunity

Business Outcome Primary User Interface

Microsoft 365

Migrate

Source Data 

& Permissions required

Output Data 

& Permissions required

Connector

Plugins

Copy / Paste

{Details on business 

outcome which would 

benefit from AI)

Already in tenant

OneDrive

SharePoint

Teams

Other

Email



✓ Microsoft 365 E3 or E5 are licensing prerequisites.

✓ An Azure Active Directory account for each user in your org1 

✓ A provisioned OneDrive account for each user in your org.

✓

For Outlook: Users need to be using the new Outlook for Windows (currently in Preview). Users can load the new Outlook by 

toggling or Outlook Mobile. Getting started with the new Outlook for Windows – Microsoft Support. 

✓
For Teams: Users need to be using Teams desktop client or the web app. Both current and the new versions of Teams 

supported. 

✓ For Loop: Tenants must have Loop enabled. Learn more how to enable Loop. (only required if customer want to use Copilot in Loop)

✓

Tenants with the richest data in Microsoft 365 (Exchange, OneDrive, SharePoint, Teams) will get the best results in CoPilot.

The richness of the cross-app experience will depend on the data sources indexed by Microsoft 365. 

Some Copilot experiences require a websocket connection from the device where the Microsoft 365 app is running to a Microsoft service. 

How Do I Prepare My Tenant

✓ User devices must be on either the Current Channel or Monthly Enterprise channel

✓ Meeting the Requirements for the Tenant Review Council (TRC)

https://support.microsoft.com/en-us/office/getting-started-with-the-new-outlook-for-windows-656bb8d9-5a60-49b2-a98b-ba7822bc7627
https://techcommunity.microsoft.com/t5/microsoft-365-blog/learn-how-to-enable-the-microsoft-loop-app-now-in-public-preview/ba-p/3769013


✓ Microsoft 365 E3 or E5 are licensing prerequisites.

✓ If not,  you must purchase sufficient ME3/ME5 seats in same transaction as Copilot to address the gap

✓ Microsoft 365 Copilot can only be purchased as if you have an EA or EAS. Retail or CSP customers cannot purchase at this time

✓ Your local Microsoft Commercial Executive must start the transaction process

✓ The purchase is for 300 or more seats at the cost of $30 per user, per month

✓ You as reviewed the data residency and data processing standards for Microsoft 365

✓ You have reviewed ME3 and/or ME5 usage health and have developed a plan to drive healthy Microsoft 365 Copilot adoption.

Some Copilot experiences require a websocket connection from the device where the Microsoft 365 app is running to a Microsoft service. 

How Do I Prepare For the Tenant Readiness Council (TRC)

✓ CoPilot licenses can be purchased starting on November 1, 2023



How Do I Ensure a Healthy Microsoft 365 Tenant?

Adoption Score provides insights for your organization 

in two areas: people experiences and technology 

experiences. All insights are calculated using data at the 

organizational level, not the individual level. 

Ensure insights are calculated across all users, and then 

use the Adoption Score report to validate score (the 

highest score is 800 points, making 100%)

https://admin.microsoft.com/#/adoptionscore 

https://admin.microsoft.com/#/Settings/

Services/:/Settings/L1/AdoptionScore 

https://admin.microsoft.com/#/adoptionscore
https://admin.microsoft.com/#/Settings/Services/:/Settings/L1/AdoptionScore
https://admin.microsoft.com/#/Settings/Services/:/Settings/L1/AdoptionScore


1

2

3

Understand file permissions:

• Overview of sharing and permissions available in SharePoint in Microsoft 365

• Sensitivity labels from Microsoft Purview

Implement data loss prevention policies:

• Learn about data loss prevention

• Watch: automatically classifying and protecting documents and data and 

data loss prevention in Microsoft Purview

Use reporting to stay updated:

• Usage reports in the Microsoft 365 admin center

• Data access governance reports in SharePoint admin center

Review this blog post on getting tenant ready for Microsoft 365 Copilot or watch this Microsoft Mechanics video.

How Do I Prepare My Data

https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=o365-worldwide
https://www.youtube.com/watch?v=v8LqmzBUaOo
https://www.youtube.com/watch?v=hvqq8L_0kgI
https://go.microsoft.com/fwlink/p/?linkid=2074756
https://learn.microsoft.com/en-us/SharePoint/data-access-governance-reports
https://aka.ms/M365CopilotAdminGetStarted
https://aka.ms/M365CopilotAdmin


Understand File Permissions
Implement Data Loss Prevention 

Policies
Use Reporting to Stay Updated

• Overview of sharing and permissions available in SharePoint in Microsoft 365

• Sensitivity labels from Microsoft Purview

How Do I Prepare My Data

https://learn.microsoft.com/en-us/sharepoint/modern-experience-sharing-permissions
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide


Understand File Permissions
Implement Data Loss Prevention 

Policies
Use Reporting to Stay Updated

• Learn about data loss prevention

How Do I Prepare My Data

https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=o365-worldwide


Understand File Permissions
Implement Data Loss Prevention 

Policies
Use Reporting to Stay Updated

• Usage reports in the Microsoft 365 admin center

• Data access governance reports in SharePoint admin center

How Do I Prepare My Data

https://go.microsoft.com/fwlink/p/?linkid=2074756
https://learn.microsoft.com/en-us/SharePoint/data-access-governance-reports


Excluding Content

Setting the “Indexing Site 
Content” to “No” will prevent 
the site from being indexed in 
the Semantic Index for Copilot 
(as well as the Keyword index).



File Version History

Maintain a single file, all 
historical information is saved 
within the file. Only the 
“Current Version” is returned 
in Copilot results. 



Questions?



Workshop Survey

https://mn365.org/survey

Minnesota M365 Workshop Day Fall 2023                                                                                        @M365MN |  mn365.org

https://twitter.com/M365mn
https://mn365.org/
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